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Cyber security for all logistics processes
along the value chain

According to Bitkom, cyber attacks have caused €179 Billion in damages during 2023 in Germany alone.
The issue of cybercrime poses ever greater challenges to the logistics industry in particular.

The consequences are devastating. Attacks on company IT networks lead to production and delivery failures, and in the worst
case even to a complete shutdown of operations. Important information is irretrievably lost. This can not only lead to considerable
financial losses, but also cause lasting damage to a company'’s reputation. Furthermore, such an incident can set a vicious circle in
motion: Business shutdowns cause further financial losses, and in the event of a data breach, partners and customers can assert
legal claims for damages, further exacerbating the situation.

As attackers employ increasingly sophisticated tactics and technologies to circumvent security controls, the requirements for cyber

security are constantly changing. In order for your company to quickly detect such attacks and limit the damage, logineer is there to
ensure the security of your data along the entire value chain with comprehensive solutions and state-of-the-art technology.
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logineer - your IT partner for cyber security services in logistics

Long-standing experience: \We offer our customers comprehensive
expertise when it comes to the detection and clarification of IT
vulnerabilities.

Strengthen the resilience of the

Integrated cyber security solutions: logineer collaborates with you supply chain through cyber security!

to develop a bespoke concept for your company — from consultation to

implementation. Always be one step ahead of
attackers with logineer's expertise

Outstanding solutions: Our cyber security services are frequently in all matters of IT security.

tested and regularly certified by renowned institutions

(incl. 1SO0270071, 1S027014, 1ISO9007) With our parent company g.beyond,
we offer you many years' experience

High IT security: We detect and address vulnerabilities in your IT in cyber security services combined

infrastructure, deploy state-of-the-art firewalls and ensure reliable with our specialized knowledge in

web browsing. the logistics industry. You have a
partner by your side who protects

Round the clock protection: Our cyber security services are continuously your IT assets with targeted help.

operating both preventatively and in response to attacks. In the event of a
cyber attack, we are available around the clock to prevent or limit damage.
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Our services for optimal security of your IT infrastructure

Today, logineer offers three services, which help you sustainably increase the protection of your
IT systems: Vulnerability Management helps you find security gaps in the IT systems you use.
EDR is installed to detect attacks in real time. To increase the awareness of your workforce,

we offer security training tailored to your needs.

| @/I Vulnerability Management Service:
— Our Vulnerability Management Service is the basic building block of a comprehensive

cyber security strategy. Using state-of-the-art IT tools, we find and eliminate vulnerabilities
throughout your entire IT — in the hardware and software, as well as in networks and Shadow
IT. When doing so, we take into account the special features of international logistics and also
bring our special industry knowledge in the area of IT security.

Security Awareness Training:
@ Security awareness equips your workforce with critical knowledge about IT security.

In focused training courses, employees gain an increased awareness of cyber security
and data protection topics, empowering them to prevent security incidents.

Extended Detection and Response (EDR):
@ EDR is a further development of the virus scanner. With it, we can protect all end-user devices
connected to your corporate network against cyber threats. As the solution detects threats in

real time, it is possible to take defensive actions and detect harm at the outset. This way
negative effects can be quickly minimized.

logineer is an IT service provider with around 200 IT and logistics experts, digitalising logistics companies across
the globe. Freight forwarders receive all IT services securely and from a single source.

logineer has outstanding experience in international sea and air freight as well as in contract logistics. Our services
include strategy-based IT consulting, product and process consulting, implementation, system integration, operation
and our own global 24/7 help desk. The portfolio has a modular structure: The solutions offered include IT infra-
structure & workplace, financial accounting, transport management, warehouse management and cyber security.

Please feel free to contact us:
T+ 49 40 8090421-0 - sales@logineer.com

www.logineer.com
g.beyond logineer GmbH - Grasweg 62-66 - 22303 Hamburg
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